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To date, the global counterfeit marketis 461 billion dollars

Approximately 2.5% of world imports account for counterfeit products in the world
In the European Union, counterfeit accounts for about 5% of total trade

And what is the situation in Russia?




In Russia:

The annual counterfeit trade is estimated at
4 billion dollars

The fake luxury market exceeds the legal turnover

40% of building materials in Russia — counterfeit

28.4% of cigarettes in Russia — counterfeit

The turnover of unregistered, counterfeit products in the market
of cosmetic services reaches $ 200 million

The share of illegal circulation of goods in various sectors
of the economy - from 5% to 70%

Most popular counterfeit items are medicines, alcohol,
tobacco products, clothes, shoes, mineral waters and
juices, auto parts.

At the same time, the share of illicit trafficking of such
goods in some sectors reaches 40%

o . S

CrpaHuua 4



The reasons
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Economicrecession

Consumer
ignorance

Loyalty to fakes

O
[

consumer
misconception
about counterfeit
quality

lack of guarantees
(both from the state
and business)
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Thereasons
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Lack of a sustainable Corruption Unmotivated Police The lackof a sense of
control system inevitability of
punishmentfor fakes
manufacturers




COUNTERFEIT PLATFORMS

Clothing markets

Internet

—— Shopping center

v

Accordingto statistics, about 80% of
trading platformson the Internet sell
counterfeit products

Every third item sellingin Russian
Internet sectoris a fake

84% of Russians knowingly buy
counterfeit goods on the Internet




Internet

Sites

Trading platforms

Social networks
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Trading Platforms

|/

AliExpress
OZON

>
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Social Networks

s these people even know that th

breakeing the low?

first_
3 082 ny6nukauni 1

Moscow the pusr seutyg
ucknounTenbHo nioke: ! M
wats.viber. &+7 (910-

Counterfeit goods

shopp_ | Noanucarsc |

6 429 nybnukauni 105TbIC. NOANUCYUKOB Mopnucku: 1894

17%

Personal Shopper XXusy B Kutae, cneuvManvMsvpyiocb Ha TOYHbIX KOMUAX.
Worldwide shipping “8What's app, viber:+8 O e comprmnnsso
@shopp_

' buzova86

buzova86 [lenocb C BaMU OTAUYHBIM
MarasvH41KOM, rae s 3akasana atu
KPOCCOBKU- @ 3¢ C 60NbWUM
aCCOPTUMEHTOM U NPUEMNEMBIMU LieHaMK

natyca_belaeva8 3HaeTe nony4yartb AeHbru
3a pa3MellieHue peknambl B COUManbHbIX
ceTax - aT0 KPYTo U Boobue He cnoxHo!!'
Mpurnawaio B cBOIO KOMaHAy !!! A He 30BY
Te6 Ha KaKoW TO NIOXOTPOH .. A He
BKNafblBalo feHbrM U HU4ero He npopato !!!
Ccbinka B npodune, UK , 8 Haydy , Tebs ,
KaK NocTPoMTb CBOM BUsHec ¢ Hyns!!!

sinittsyna_ Tbl 4e 3a MHOW NOBTOPsELWb?
Kpocsl kynuna Kak y MeHs 61uH

moshe_ed OneHbka Npo4Ti [IMpeKT BaxHo
)

therealmoisesb Kicks on flee

& 0

195 466 oTMeTOK «HpaBuTCca»
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WAYS TO COMBAT  wonicoringsystems  Litigation Low
COUNTERFEITING

ONTHE INTERNET




MONITORING
SYSTEMS

Advantages:

 Efficiency of search and suppression of
violation

* Volume
e (Cost

* ScanningtheInternet 24/7




How does it work?

. Violation detection

* Analysis of text |:>
* Image recognition
* Analysishyperlinks

. Goods identification

Each web page detected
is transmitted to the
automatic processing
module

|:>- fingerprintextraction
* Confirmedviolationis
entered into an
automated monitoring
and tracking system

. Verification of violations

. Registration of violation
and pre-trial settlement

Confirmation of the
legality orillegality of
casesof brand use
recorded by the
system

* Legaluse of the

brand |:>

* Brandabuse
 Distribution of
counterfeit products

|:> « Sendingwarning letters to violator
* Direction of notificationto the
hosting provider
* sending materialsto the
prosecutor
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For Social networks and Trade platforms

Monitoring systems automatically sends all needed
requests to the Social Network/Platform
Administration. The Administrators:

Receivesa request from the holder ~ Sendswarningto user Blocks content

v

)

Ve

It is important to understand that social networks - and, in particular,
Instagram - are interested in protecting intellectual property, this is
clearly spelled out in their rules

—/

Blocks violator

No tweets
anymore

v

\ 4

As arule, the administration of social networks is interested in protecting the intellectual rights of users.

NOTIFY!
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Disadvantages v

The functioning system of monitoring systems is based on the principle of operation of two or more robots, the
purpose of which is to achieve a golden mean between legalandillegal

When the system comes to a standstill, a specialistenters the business

The system is designedin such a way that it can block more than
hundreds of illegal advertisements per day "

But the speed with which the number of new similarcontent
is growingis much higher

The system solvesthe problem, but not at the root, as the
methods of its influence are very limited

And at that moment lawyers come into action ..




n n ]
Litigation
DO YOU DOUBT MY PROFESSIONALISM?

TO BE HONEST, YES.
YES, I CAN DO EVERYTHING!

- PLEASE DO EVERYTHING.
¥ Advantages ¥ Disadvantages
* Quality * Expensive ¢
» Efficiency * May takealongtime

* Professionalism
e Guarantees
 Customer focus

Self-discovery of a violation > Appeal to alawyer > Filingalawsuit
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Withdrawal of counterfeit from the site: v

Method:

. Setting a domain registrar (if applicable)

£
. Establishing a proper defendant ' -
8  \=4
. Notarization of the site \ s >
. Test purchasein the presence of a notary \'\ v
' -

. Filing a lawsuit

Terms:

. 3 — 5 months

CrpaHuua 18



COURT PRACTICE:

Responsibility of the website owner Eldorado (35bg0pago-

rus.)- One of the largest
«Violation of trademark rights eIec.:tromcs stgres an.d
of the Eldorado LLC» online stores in Russia

Case N A40-27253/11-12-247

The essence of the matter:

The plaintiff became aware that the domain names
eldorado32.ry, eldorado33.ru, eldorado3s.ry,... are
registered on the Internet.

Who isresponsible?

The responsibility for the content of information on the domain
administrator’s website should be borne by the domain owner, as
the actual use of the site’s resources is impossible without the
participation in one form or another of a domain administrator
who is the person who created the relevant technical conditions
for visitors to his Internet resource.

== S



COURT PRACTICE:

Jointresponsibility

H A R M A N an American company that designs and

: - \ SAMSUNG ¢ develops electronics-related products. Since
Harman International Industries o 2016, Harman has been part of the South
VS

Korean company Samsung Electronics
TradeOnline LLC

The essence of the matter:

== i oo . € "TradeOnline ” LLC carried out the offer of goods for sale
Fibiohfia ounaiin e through the website. During the purchasing goods, the
- company" Contract Plus “was indicated in the receipt (actual

ANR POIHMUMOrO Mar

non»o-:n.:oeooun:m;n 54-@3 = 5 Sale)-
As third parties, domain name administrators were involved.

Decision

The result of the actions of the defendantsis indivisible, asthe
violation occurred through actions carried out both by
Trade.Online LLC (when offering goods for sale on websites)
and by Contract Plus LLC (when the goods were actually sold.)




Law enforcement

The relationship of business with law enforcement remains difficult. The essence of the problem is mutual claims

of lack of activity. Parties exchange reproaches, considering the opposite side is not enough motivated fight
against counterfeit.

Typical sayings are «mirrored Character»:

"The structures of the Ministry

“The main problemisin the copyright
of Internal Affairs today do little."

holdersthemselves”

Wide range of powers:

. Conductinginvestigative actions . Finding a place to store counterfeit goods
(verification, inspection, search, seizure)

. Criminal prosecution . Seizure and destruction of counterfeit goods
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—. Year perspective: L1
,’ Obligatory product labeling by the year 2024 ()

DATA MATRIX

Unified system of labelling goods, both imported into the country and sold or manufactured in Russ@

How does it work?

[ |
-
Cashbox Consumer ar

Manufacturer/  Logistics

Labeling operator importer




DATA MATRIX

Already functioning:

In project:

Tobacco
Perfume

Cartires

Leather clothes
Women knitwear
Coats and jackets
Linen

Footwear

Camera®

PRIORITIES: combatting counterfeit & unfair competition, protection of life and health of Russian customers
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Thank you for your attention!




